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Challenges Facing the Mobile Enterprise

« Controlling Costs (TCO)

— Deployment
— Administration

« Keeping Up with User Demand and Interest

— | need to access
— Why can’t | do this

* Maintaining “Mission Critical” Status

— Quote: “What! | can’t get my email! Fix it now!”
Anonymous F500 Executive
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BlackBerry Enterprise Software v4.0

Simplified Deployment
« Initial Deployment (no desktop software required!)

— User Self-Provisioning
— Central Provisioning

* Ongoing Maintenance
— Easier Options for Upgrading BlackBerry Handhelds
— Provisioning 3" Party Applications

End User Simplicity
« "Cradle Free" Operation Day-to-Day
» Automatic Connectivity

Improved Manageability and Security

Architecture Enhancements

BlackBerry for Lotus Domino Resource Kit

Black8erry.
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Simplified Deployment

Wireless Provisioning

» Cradle-less Provisioning

— User purchases BlackBerry® handheld and contacts their IT

Department

IT adds user to the BlackBerry Enterprise Server™ and provides

them with a password

User enters email address and password provided by IT
Security key exchange done securely over the air and Service

Books are then provisioned wirelessly

Enterprise Activation
Email test@blackberrynet
(REEETT S o o o

Cancel

Enterprise Activation
Email test=blackberrynet
REE=ITa g e e

T—
Activating test@blackberrynet.
Hide

Cancel

Users calendar, address book, tasks, memos, email pre-population,
and existing handheld options (if present) are then populated
automatically onto the users handheld for immediate use!

Activation Progress — B%
Address Book

Address Book Options
Attachment Options
AutoText

BlackBerry Enterprise Software v4.0 [erowser sookmarks

BlackBerry for Lotus Domino Resource Kit

Browser Channels
Browser Folders
Browser Options
Browser Push Options
Calendar Options
Categories

Aotivation Progress — 38%

Address Book IBR/292 (522
Address Book. Options Completd

g [Attachment Options Completd
g [AutoText Completd
4 [Browser Bookmarks Completd
H |Browser Channels Complet
9 |Browser Folders Completd
4 |Browser Options Completd
9 |Browser Push Options Complet

=18 |Calendar Options pletd
"W Categories C




Architecture
Handheld Configuration Tool

#1- BlackBerry Manager
File Edit Tools View Help

Allows IT to B e et [P

Handheld Management x| Workspace | Server List Ports | Handhelds | Configurations

=62 Handheld Management Connection | PIN | status | Detailed status
Ports

— Provision devices for users e

ication Loader Wizar

— Fully control initial user

X Choose the applications that are to be installed or removed from your handheld.

experience

Checked applications wil be installed or updated; unchecked ! _ o o~
I e ~ - General Tasks @
1 H ~ [ Software 4053 | %
Load multiple devices o i > Ve teas cosraen

» Load Handheld
H [ call In Progress Indicator - e e )
SI l I lu ItaneOUSIy O ElackBeny SMIME Support Package # Load Handheld-Interactive
O common Access Card [CAL) Smart Card Support »# Wilpe Handheld File System

[ CAC Smart Card Authenticator Support  Nuke Handheld
= BlackBerny 4.0 Core Applications

Load appropriate handheld St st e ik S0 ,, P
software from central location Taaoplosim o 761K

Erasing applications Progress: 84

)

Full device provisioning including
— security keys and service books

— initial load of user data (calendar,
address book, tasks, memos,
email messages and default
handheld options if desired)

BlackBerry for Lotus Domino Resource Kit BlackBer. ry.




Simplified Deployment
Application Loader “Lite”

IT can provide users with a basic tool to upgrade core handheld software
(operating system/radio)
Simple wizard very similar to today’s BlackBerry Application Loader that

can be run from a central LAN location as specified by IT
* Note: Application Loader “Lite” requires that the BlackBerry Handheld Manager (as a
standalone install or part of BlackBerry desktop software v4.0) be installed on the
workstations that would run this remote wizard

Application Loader Wizard 5[
BlackBerry Handheld Manager Properties 5'

Handheld Application Selection
Choose the applications that are ta be installed or remaved from our handheld P Handheld Cannection I Statistics I BlackB emy Pouter Configuration I

Connection Setting:

Checked applications will be installed or updated: unchecked ones will be remaved. Comnection | State Gailigue

Application Hame T I | USB-PIN:20050433 | Connectsd =

& ElackBery 4.0 System Software [I[EEM Application Loader Wizard COmM1 Disabled
COM3 Disabled

[WEFiench Language Support Aoplication Data Back

O Geman Language Support MNone ppication Data Backup . e

O islian L anguage Suppott Mone Do you wish to back up and restore pour handheld's application data? BlackBerry Handheld Manager Properties 5I
Handheld Connection  Statistics I BlackBerry Router Carfiguration |

[ Spanish Language Support Nane
Browser Update Startup Settings
You can back up and restore your handheld's application data during the loading process { T S B e B E—— j

O wTLS Secuiy Package Nane
=@ FIN:2005C433
R 1= connected: 011:103:22)

Fiench L anguage Support for the BlackBery 5800, 6200 and 6700 @ Tl el g s s ST e ol s e s v e
and restore the contents after the load operation is completed. [Recommended] C E!@ Bypass
anc!

E@ Servers

Add... v Include email and saved messages in the backup and restare aperation.
i =3 Server name: bts04pk fim.net:4101
: + State: Connected

Total application space: FEO9 K

¥ Ping < 10 ms ;I

< Back | Bext > Do not automaticaly back up and restore the handheld application data
BReset Statistics

during the loading process,

Warning: All evisting handheld application data will be erased. Be sure

that all data is backed up before proceeding
oK I Cancel I Apply I

< Back I Mext> I Cancel
»

*2zBlackBerry.
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Simplified Deployment
BlackBerry Desktop Manager v4.0

« BlackBerry Desktop Manager (Optional)
— Equivalent functionality to current BlackBerry Desktop Manager v3.6
— Basic MSI installation for easy deployment
— Another mechanism to allow users to load new core handheld software
(operating system/radio)
— Allows users to
» Reconcile email with local email archives
» Sync with PIM software other than Notes
— ACT!, GroupWise®, Lotus® Organizer, ASCI| Text File
Importer/Exporter, etc...

fq Connected - BlackBerry Desktop Manager S Handheld Confiquration
; o

Bile Wiew Options Help

f L] Addr ok,
ﬂ alendar = BlackBenmy wirsless Sync
BLACKBERRY (5 5

% |3'Li] <=5 MS Outlook,

Application  Backup and ntellisypn Redirector
Loader Restore Settings

| PIN: | Connected | Crling 2 Elil=E Configue ¥ |
1
==BlackBerry.
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BlackBerry Enterprise Software v4.0 Overview Agenda

« Simplified Deployment

« End User Simplicity

* Improved Manageability and Security
 Architecture

BlackBerry for Lotus Domino Resource Kit "> BlacksBer ry.




End User Simplicity

Full Wireless Synchronization

« Two-way synchronization of all PIM information including Contacts,
Tasks, Memos

« [nitial full synchronization guarantees accuracy without data loss

IC Test1 Properties E

'ﬂ'ddPESS. Book. Dptions - Generall Hedirectionl Filters | Securit_l,ll IT &drin P Spnc |
Sort By First rHam

Confirm Delete: = = |Jzer Wireless Synchronization Settings

Sllow Ouplicate MHames: K= Q

Iireless Sync:

¥ wfireless Spnchionization enabled for this user

Tasks Options ¥ Enable this uzer for Automatic ‘wireless Backup
Sort By Due Dat

Contirm Oelete: R=] Address Book | Email Filters I EMa  To map fislds, drag the field names from the right calumn onta names in the left column,
5 . N Double-click afield name or click the arrow to toggle mapping. Use the control key and arrow
MoOOZE. o — Synchmnization T_I,JDEZ keysz for keyboard manipulation. Preszing the spacebar will togale the selected item mapping.

|r"\"F‘E|E55 EI:II'II::: ‘when mappings are conect, press OK to save them.

" Wireless Synchronization di
" Uridirectional - Spnchronize : .

L . . Title Title
" Uridirectional - Synchraonize First Name First Name =

hemoFad Options &% Bidirectional Synchionizatio Last Hame Last Name =

" . Middle Initial Middle Initial =
DDI—IﬂPm DE|EtE' o [— Job Title Job Title

lnireloss EI:II'ID: Conflict Resalution: Compang *
Email 1
Email 2
Email 3
Address 1
Address 2

Fieldz from "Exchange" Fieldz from ""Handheld"

. | Company Mame
& Sgrver Wins when a conflic Emaill Address
= Handheld Winz when a cor Email2 Address

Email3 Address
Business Address Street 1
Business Address Street 2

TITTILTLTLL

Mote: [tems marked with an asterisk [*] are required fields.

Feset Field Map to Server Defaults | Cancel |

BlackBerry for Lotus Domino Resource Kit "> BlacksBer ry.




End User Simplicity

Automatic Wireless Backup

Student X Properties

° Handheld Settlngs nOt already Generall Hedirectiunl Filters I Securityl IT &dmin  PIM Sync I
Stored On the Servera WI” be = Ilzer Wireless Sunchronization Settings
automatically backed up wirelessly &

¥ ‘wireless Spnchionization enabled for this user

¥ Enable this uzer for Automatic ‘Wireless Backup

Enabled by the- IT AdminiStrator On [T EnablewWireless Device Management for this user
a per user basis

Address Book | Email Filters EmailSettingsI Memusl Tasksl

— Synchronization Type:
. " Wireless Synchronization dizabled for thiz database
P I M data a n d e mal | a re N OT " Unidirectional - Synchronize Server to Handheld
] " Unidirectional - Synchronize Handheld to 5
backed u p Wi reIeSSIy (al ready On - B.nl. |re-.: iohal - Sync r_u:unl_ze_an eld to Server
+ Bidirectional Synchromzation
server)

— Conflict Besalution:

{* Semver 'Winz when a conflict occurs [default)
" Handheld “Wins when a conflict oocurs

Edit Field kappings

k. I Cancel | Apply | Help |

*2zBlackBerry.
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End User Simplicity

Wireless Email Settings

— Users can create, edit and delete email filters

Message Options Email Filters Hide Menu Filter Hame: |
: : Move down From:

Email Settings Disable Tilter Sent to)
Email Fiters ETest] e Subject:

Email Reconciliation HATestz : MMessage:
] Sent directly to me

] CC tome
% [ BCC. tome

Importance: rong
Sensitivity: ~one
Sotion: Do not forward

— Users can also edit their email redirection settings, auto-signature
and Out of Office reply wirelessly from the handheld!

Email Settings Folder Redirection: Email Settings

Redirect to handheld Yes ©Desktop Redirect to handhzid NG
Save copy in sent folder = 2 Mailbox — Phil Mgugen Save copy in sent folder Yeg
llhen none of the filter rules apply, [.]Build failed lhen none of the fiter rules apply,
forward o handheld Yeq i Deleted Ttems forward o handheld hi==
Suto signature eg [ Gate Keeper Hel Suto signature eg
= Sent from my BlackBerry kireless W Inbo = Sent from my BlackBerry kireless
Handheld Ll Jawa Dew Hanadheld

Out of office reply R ] Java Device Apps Out of office reply YEg
i Perforce Changes Due datel Fri, Dec 12, =3
[ Fublic Relation Clips e Mote - 1 wil be out of the office..]

BlackBerry for Lotus Domino Resource Kit "> BlacksBer ry.




End User Simplicity

Attachment Viewing Enhancements

— Support for JPG, BMP, GIF, PNG and TIFF image formats
— Support for Pan, Zoom and Rotate functionality with images

'IP

BlackBerry for Lotus Domino Resource Kit ackser ry.




End User Simplicity

BlackBerry Browser Enhancements

— JavaScript Support — for field-level validation
» Note: There will be an IT Policy to disable this functionality

General Properties

1 Confirm Close an Escape

W Confirm Leaving MModitied Pages
1 Confirm Execute WML Soripts
Snimations should oop:

Enable JavaScript
W SUppress JavaScript popups

— Offline Form Submission

HTML Offline Form Test Y& T Tanl | Queus Test 46 T e Tal BEookmarks: Hide Menu
Form Functionality Request has been queued' Sl m BlackEerry Bookr Collapse

% Home Page GoTo.
Towt B Yig HTML DueUe 3 WaF Bookmarks
Add Bookmark
[» Test 1 Add Subfolder
Options

Reset Help

g [ []

Close

Submit

BlackBerry for Lotus Domino Resource Kit BlackBer. ry.




End User Simplicity

Personal Information Management (PIM) Categories

« Support for PIM Categories within Address Book, Tasks
and MemoPad
« Create, modify and delete categories
* Filter by category =)

. Erio.ritg: - JDHiEI‘Iu‘
s ASSIgn user data to a Category LE ~ Fri, Apr 23, 2009 _S?QDEPEA
- Synchronize categories with PC Rertinder e et
Thuy, Apr 15, 2004 3:00 Ak
FecLrrence: Mone
Mo Recurrence.
Categories: [Roncats

INotes:

ind: JJ Hide tderi
elect Categories

Business Mew Qddress Mew Address
[ Fersonal Mew Group
belect Categories Etate Prou:

MNew Categoru: P EBLsiness ZiprostaI Code:
BlackBerry LJPersonal Courtry:

|l==r1:

|lsare:

l=er3:

|z

Categories: [SiEiEes
[otes:

BlackBerry for Lotus Domino Resource Kit "> BlacksBer ry.




End User Simplicity
On-Handheld Help

— Users can view application-specific help right on the

handheld

— Helps provide context-sensitive help, as well as lowering

support costs for BlackBerry!

Blackbarry help AR Tx |
Blackberry help

® Address book,
O Alarm

0 Appointments Yiew Address Book
O ftoTesxt adStatus
O Attachments Options

O Battery Yolume

S e Hep |
= Calculator e
0 Calendar Close

P e PR PN

Fhione

ghone

@® Find my phone number
O Make a cal

O Make an emergency call
0 Call my voice mai

0 Make a conference cal
0 Elocking a contact

O End a cal

2 Adjust the phone volume

Pl ] o B R | Ml T o e T

BlackBerry for Lotus Domino Resource Kit

Indes | ElackEerry
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BlackBerry Enterprise Software v4.0 Overview Agenda

« Simplified Deployment

« End User Simplicity

* Improved Manageability and Security
 Architecture

BlackBerry for Lotus Domino Resource Kit "> BlacksBer ry.




Improved Manageability/Security
Enhanced BlackBerry Manager

— New and improved interface for managing BlackBerry

a x

] Test User o0
0 rest User 004
A Test User 005
A Tt Liser_i6
AT Test Lser_07?
A Test Usesr 008

Malihene: estaseriH devinh % frstnet rim net

Redirect 1o Nandheld: | sise
Mubile Data Service Enalbod: True

11 Policy Hame: Detaut

IT Puliey Statune: Sord

T Policy Sem: 270200 295 P

IT Poliey Reerswe: 2700 2008 30455 P
Dewice Types G615

Mailhan Bl: om0y

Msil Server UN: UMVl DU Server s Kadetiie
Cabenadar Enabled: Friss

Messeges Forwerded: 100

Mrssages Sent: 00

Last Forward Times 270172004 22313 PM
St Times 37002004 235 25 P
Contact Time: 27012004 24004 P

Lant sl Dekyeed i handned

Wi eluss Envell Recuncilistion: Enatied

# Duaabie MOS Access
- armrate Hew
# Deete Uger

TTAdmin Tesks

Other Tasks

"
BLACKBERRY
&

BlackBerry for Lotus Domino Resource Kit

Column Chooser

Lvailable columns:

—Calendar Enabled
—IT Policy Received
T Policy Sent
—IT Policy Status
~—Last Forward Time
—iLazt Resut
—Last Sent Time
—Ihail Server Db
—ailkaa
—hdailboox DR
—IMessages Expired
—Iheszages Fitered

Insert &l

In=ert

Remaye

Remove Al

Yigible columns:

—Mame

~—tohile Data Service Enabled
A Status I (g
—iDevice Type
—iLast Contact Time
T Palicy Mame

ake Eirst

o Crosn

Make Last

Ok I Cancel

*z:BlackBerry.




Architecture
BlackBerry IT Policy

Wireless IT Policy
— Graphical server-based configuration

— Push policies wirelessly to the BlackBerry handhelds
+ Disable PIN-to-PIN, SMS, Phone, password enforcement, etc.

— Extensible to 3rd party applications

Wireless IT Commands
— Critical importance to be able to protect corporate information
— Push commands wirelessly and securely to handhelds
* Wipe Handheld, erasing all application data
Lock Handheld and require a password to access
Change Password if user has forgotten password
Set Owner Information if user has lost handheld

BlackBerry for Lotus Domino Resource Kit

Black8erry.




Improved Manageability/Security

Handheld Management Information

PIN
r‘E_BIal:kBerry Manager M Od el #

File Edit Tools Wiew Help
Server Explarer |Handheld IManagernent | % Refresh m Network type

Handheld Management x || Workspace | Ports Handhelds | Configurations | o
=l Handheld Managerment S e rl a I #

PIN | Model | BlackEBerr '\-'ersionl Plakform Wersion | Flash Size | Passward Securit | Palicy Marme |ﬂ

2500032 7230 MMar29-104-main Marz9-104-main 12 Mb Disabled Default

Handhelds 2500040 4.0,0.37 1.6.1.8 Enabled Default H ome n etWO rk
Software Configurations

2500044 7230 4.0.0.54 1.6.1.33 13Mb Enabled Default
2500047 7230 TMar26-102-main Mar2g-102-main~ 12 Mb Disabled Default

500054 7280  Mar29-l0d4-main  Marz9-104-man  12Mb  Disabled P h one num be r

2500056 7230 TMar26-102-main Marzg-102-main 12 Mb Disabled
2500061 +4.0.0.37 1.6.1.8 13Mb Disabled Default

2500062 4.0,0,52 L6132 13Mb Disabled Default DlreCt Con neCt ID

2500079 4.0.0.53 1.6.1.32 13 Mb Disabled Default . .
2500067 Enabled f b
2500099 4.0.0.47 B 13 Mb D?;b;;d (I avalla Ie)
2500137 3.0, 14 Mb D!sabled Default .
gt | o B o b Currently applied
IT Policy status

Model: 7230

Hetwork Type: e UELE B I aCkBe rry

Flash Size: 13 Mb

Platform Version: 16.16 SOftwa re Ve rS i O n S

BlackBerry Verszion: 4.0.036
Password Security: Enabled 3 rd a rt

Policy Hame: Default p y
Policy Time:

Phone Humber: a p pI i Catio n S

s
% Properties BLACKBERRY etC
A

» Exportable from Ul to .CSV
BlackBerry for Lotus Domino Resource Kit BlackBer. ry.




Simplified Deployment
3rd Party Application Management

« Specify which specific applications are required, allowed, disallowed

« Specifying a 3" party application as required will push that application wirelessly
to the appropriate handhelds if not already present

« Specify what resources (on and off the handheld) a given 3™ party
application can access

i

EE

» IHEEE

ggh

HEEEEE gy EEgE
R T
Qsasagi
ElgE
e
gl8ls

Black8erry.
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Improved Manageability/Security

Server Architectural Enhancements

« Seamless User Moves Between Servers

— Users will no longer be required to cradle their handheld if they have
been moved between BlackBerry Enterprise Servers

« Support for Multiple Domino Domains

— Allow a BlackBerry Enterprise Server to serve users on Domino mail
servers in multiple domains

— Includes support for all features: Email, Calendar, Remote Address
Lookup, etc...

* Improved Fault Tolerance

— Independent software processes monitor the BlackBerry Enterprise
Server and its components

— In the case of a failed operation, these processes will automatically
detect and restart the appropriate functions

— For BlackBerry Enterprise Server, MDS, Attachment Server

BlackBerry for Lotus Domino Resource Kit "> BlacksBer ry.




Improved Manageability/Security

« Choice of 3DES or AES for End to-End Securlty

LOTUS BLACKBERRY  CORPORATE USER'S

%ER“JI'E‘I? ENTERPRISE  FIREWALL or BLACKBERRIES
SERVER PROXY

NETWURR

1. Triple DES (Data Encryption Standard)

« Existing transport security for all wireless traffic between BlackBerry Enterprise
Server and handheld

2. AES (Advanced Encryption Standard) — BlackBerry Enterprise Software v4.0

» Available with both BlackBerry Enterprise Server v4.0 and BlackBerry
handheld software v4.0 combined together.

« The IT Administrator can specify whether AES can be used when both sides
are capable, or whether only AES is to be allowed.

» Local encryption of all user data (messages, contacts, calendar, memos,
tasks, etc...) on the handheld
« Can be controlled via IT Policy, extensible to 3" party applications

. Sligg;c %erformance impacts due to encrypting and un-encrypting data when
enable

BlackBerry for Lotus Domino Resource Kit #i - BlackBer ry.




BlackBerry Enterprise Software v4.0 Overview Agenda

« Simplified Deployment

« End User Simplicity

* Improved Manageability and Security
 Architecture

BlackBerry for Lotus Domino Resource Kit "> BlacksBer ry.




Architecture
BlackBerry Handheld Manager

 Handles communication via the serial or USB port connection and the
connected BlackBerry handheld

« Optional installation component that can easily be automatically deployed
to user workstations (Basic MSI), and is architected to not require frequent

updates

BlackBerry Handheld Manager Properties x| BlackBerry Handheld Manager Properties x|

Handheld Connection | Statistics | BlackBermy Fouter I:Dnﬁgu[atignl Handheld Conrection  Statistics I BlackBerm Fauter Configuration |

— Connection Settings E|-" Handhelds -
Connection | State [Eanfigure | E|--- P 20080

USE-PIN:2005C433  Connected ; e cormected: 1:103.22
COM1 Disabled :
COM3 Dizabled Efﬂ Semvers

Eg Server name: btz0dykf rim.net: 4107
: b State: Connected

i » Fing: <10
— Startup Settings ing ma LI

[ Start BlackB ey Handheld Manager on system startup. Beszet Statistics |
Ok I Cancel | Spply | OF. I &pply |

*2zBlackBerry.
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Architecture
BlackBerry Bypass Router

Acts as a router for all BlackBerry data traffic
Runs as a Windows NT Service called BlackBerry Router
Can be installed on a separate physical machine

Allows BlackBerry users to connect their handhelds to their workstation using serial, USB
(if BlackBerry Handheld Manager installed) and have all BlackBerry data traffic routed
behind the firewall following Path #2 instead of over the wireless network following Path #1

Least Cost Routing

— BlackBerry users can connect their handhelds to their workstation using serial or USB (if
BlackBerry Handheld Manager installed) and have all BlackBerry data traffic routed behind the
firewall following Path #2 instead of over the wireless network following Path #1

=

/

==

. _.
\j BlackBerry
Enterprise

Internet

Firewsall

Corporate
Application
Servers

Carrier Hotspot

BlackBerry for Lotus Domino Resource Kit

BlackBerry
Infrastructure

2G
Networks

Black8erry.



Improved Manageability/Security
DMZ Deployments

» Deployment Flexibility
Option to place the BlackBerry Router in the DMZ
External connection in the DMZ
Mail server connection inside the firewall

However, cannot support “Least Cost Routing” unless workstations can reach
BlackBerry Router in the DMZ

@

256G

Metworks

BlackBerry

Enterprise BlackBerry
e Infrastructure

206G

Corporate Networks

Mail Servers  Application
Servers

BlackBerry for Lotus Domino Resource Kit "> BlacksBer ry.




* Planning your BlackBerry upgrade

* Pre-upgrade Logistics

» Upgrading Your BlackBerry Environment
* Post-upgrade

BlackBerry for Lotus Domino Resource Kit BlackBer. ry.



Planning Your Upgrade

Server Considerations

Do | install components on separate hardware?
Support for Domino 6.5

Does my current architecture work in BlackBerry Enterprise
Software v4.07

Planning for the Configuration database

Multiple Domains

New “BlackBerry Manager” Administration
How will OTA PIM Sync be supported?
Are my operations plans up-to-date?
What do | need to think about for MDS?
It's a good time to review security

BlackBerry for Lotus Domino Resource Kit "> BlacksBer ry.




Planning Your Upgrade
Architecture — BlackBerry Enterprise Server Components

* Distributable aue Do W .
Components A ————
— Attachment Service
— BlackBerry Router
— Configuration
Database
« Gains from
DIStI’IbUtIOﬂ | Mobile Synchronization Service
— Scalability e
— Flexibility '

BlackBerry for Lotus Domino Resource Kit




Planning Your Upgrade

BlackBerry Enterprise Server Components = Configuration Database

« When planning for Configuration Database, consider:
— SQL vs. MSDE

* Do you have SQL in your organization?
« Sizing and MSDE

— How big will the Configuration Database be?

» Base size of 100 MB

* 1-2 MB per person, plus or minus, added in 25 MB increments
— Required for Disaster Recovery

— Configuration Database Contents
» All data in BlackBerry Profiles database
» Data for Wireless Restore
» Copy of security key
« BlackBerry Enterprise Server Configuration details

« Other DB Support

BlackBerry for Lotus Domino Resource Kit "> BlacksBer ry.




Planning Your Upgrade

Architecture

* Does my architecture work with BlackBerry Enterprise
Software v4.07?

— Multiple Domain Support
« Natively supported in BlackBerry Enterprise Software v4.0
— How “healthy” are my cross-domain operations?

* Mail routing
* Replication
— BlackBerry Enterprise Server in DMZ? Replace with BlackBerry
Router in DMZ
« Do you have a custom, “unsupported” cross-domain
Bllackfl?erry Enterprise Server implementation solution in
place”

— Plan to roll it back in favor of BlackBerry Enterprise Software v4.0
native multiple-domain support

BlackBerry for Lotus Domino Resource Kit "> BlacksBer ry.




Planning the Upgrade

Upgrading to the BlackBerry Manager

- BlackBerry Enterprise Adm
Ele Edit Tools Yew Help

Totally new BlackBerry B

Server Explorer wiorkspace | Server Info Userlist |

.
E I Ite rp rl S e S e rve r B ) f;c:i?g;”tem”se Damain | mobile Data Service En... | Status | pevice Type | Last Contact Time | 17 Policy Name

¥ BES456 True Runining GPRS 27/01/2004 2:39:33 PM Default

" " .
¥ BES7E9 € unning ¥
ﬂ Test User_002 Running 27/0172004 2:40:35 PM Default

€ Test User_003 Running 27/01/2004 241:06 P Default
€7 Test User_o0¢ Running 27/01/2004 2:41:37 PM Default

| d ea | — B | ac k B er S Rurrn ionfeos oz Dufak
ﬁ Test User_006 Running 27/01/2004 2:42:39 PM Default

n 7 Test User_n07 Running 27/01/2004 2:43:10 PM Default

E nte r rl Se S e rve rS S h a re a 7 Test User_003 Running 27/01f2004 243141 PM Default
€3 Test Liser_009 Runring 27/00/2004 2:44:12PM Default

bt At .. P D Y

common confi gu ration i e 1 it

PIH: 2500001

database N et el

Mobile Data Service Enabled: True
IT Policy Hame: Default

. ¥ Add Lk
. U p g ra d e B I a C k B e rry T Shﬂu:s- 7?;”;2004 2:56:33 PM » Enab\:lzred\rectlon

IT Policy Received: 27/01/2004 30453 PM - Disable Redirection

Enterprise Server v4.0 D e G > Extotpe s

Mailbox DH: o=2KCrganization/ou=First Administrative Groupicn=Recipiertsicn=testuseri01 .
J Dizzble MDS Access

administrators after installing o romo oS

Messages Forwarded: 100 J Delete User

first BlackBerry Enterprise

Messages Pending: 10
S e rve r V4 O Messages Filtered: 20
. Messages Expired: 15
Status: Running
M t b d t Last Forward Time: 27/01 /2004 22313 P
ay n 0 e u Se O Last Sent Time: 27/01/2004 2.35:23 PM
Last Contact Time: 27/01/2004 2:40:04 PM

ad m i n i Ste r p re B I aCkBe rry Last Result: Dlivered to hancheld

Wireless Email Reconciliation: Enabled

Enterprise Server v4.0 .
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ITAdmin Tasks

Other Tasks
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Planning Your Upgrade
Update Operations Plans

« Are my operations plans up-to-date?

— Monitoring
« Take baselines before and during upgrade to BlackBerry
Enterprise Software v4.0
— Disaster Recovery
« How will | rollback from the upgrade if required?
« Attend DR session for detailed info

— Log Management

« Choose a logging level

« Choose a location (preferably NOT on system or
application drive

« Retain 7 days of logs for troubleshooting

*=*BlackBerry.
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Planning Your Upgrade
Mobile Data Service

 What do | need to think about for MDS??

— HTTP Logging

— Proxy Configuration
* Proxy Exclusion List

« Proxy Auto Configuration (PAC) File

— Document the configuration
« Reference for Application Developers
« Help Desk reference for browsing questions

BlackBerry for Lotus Domino Resource Kit

*z:BlackBerry.




Planning Your Upgrade
Security Review

 New OTA IT Policy

— Password policies

— Password Complexity

— Timeout on device

— Allowed, Required, Disallowed
31 party applications

— Local Data Encryption

— 132 Policy items!

 Enhanced MDS Security

— Access to the Push service
* Who can push to devices?

— Access from device (Pull -
Browsing)
 Where can devices access?

 AES or 3DES - you choose

BlackBerry for Lotus Domino Resource Kit

q Policy M arme:

Edit IT Policy

INew Falicy

Palicy item

23 Mon-Grouped D evice-Only tems
™ Password Required

[T Allow Peerto-Pesr Meszages
™ Minimum Pazsword Length
™ User Can Dizable Pazzword
[T Maximum Security Timeout
¥t aximum Pazzword Age

™ User Can Change Timeout
[T Pazzwaord Pattern Checks

™ Enable Long Tem Timeout
T Allow S5

™ &llow BCC Fecinients

aF. I LCancel

*zBlackBerry.




Planning Your Upgrade
Wireless PIM Sync Method(s)

Three options:

User Properties

1.  Replicate personal m—
NABs to server * Redrection

® Filkers
® Security

— Disk space on server . ai
— Logistics of replication RS
2. Leverage iNotes

— If iNotes already
deployed, easy

“Sync” button on desktop
— training issue
3. Leverage roaming user
feature
— If using already, go this

Wireless Synchronization Enabled True
Automatic Wireless Backup Enabled True
Avtomatic Handheld Management Enables True

El Address Book
Synchronization enabled
Synchronization type
Canflict resalution

El Email Filters
Synchronization erabled
Synchronization type
conflict resalution

El Email Settings
Synchronization enahbled
Synchronization type
Caonflict resalution

True
Bidirectional
Server Wins

True
Bidirectional
Server Wins

True
Bidirectional
Server Wins

Ok I Cancel

way

BlackBerry for Lotus Domino Resource Kit
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Planning Your Upgrade

How Will You Upgrade Device Software?

« Going to BlackBerry
E nte rp ri Se S Oftwa re o o wi BIackBer- Ha;dr;:l?irﬁ;t;m;r
V4O g o

— Update via desktop
manager
* MSI package,
Recorded Install
* Test on corporate
images
¢ Push out via normal
software distribution
— Handheld configuration
tool
— App Loader “Lite”

Mobile Synchronization Service

Mobile Policy Service

* Post BlackBerry

Enterprise Server v4.
— App Loader “Lite”
— Desktop manager
— Handheld configuration
tool

BlackBerry for Lotus Domino Resource Kit BlackBer. ry.
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Planning Your Upgrade
Upgrade Tasks

Upgrade first BlackBerry Enterprise Server
Configuration database is created and initialized
Upgrade BlackBerry Enterprise Server v4.0 Administrators to
BlackBerry Manager
Upgrade remaining BlackBerry Enterprise Servers
Push out upgraded desktop manager and handheld software
Upgrade Handhelds
—  Can follow BlackBerry Enterprise Server upgrade
«  Service books received with upgrade
—  Or can precede BlackBerry Enterprise Server upgrade
«  Service books via OTA Activation, after BlackBerry Enterprise
Server upgrade
Provide for post BlackBerry Enterprise Server v4.0 core
software upgrades

Uninstall desktop manager - may be scripted

BlackBerry for Lotus Domino Resource Kit "> BlacksBer ry.




Pre-Upgrade Logistics
Topics

Your Upgrade Team

Pilot Users

Schedule the Upgrade

Document Your System, Licenses
“Spring Cleaning”

Monitoring
Prepare the Server Environment
Prepare the Desktop/Handheld Environment

BlackBerry for Lotus Domino Resource Kit BlackBer. ry.




Pre-Upgrade Logistics

Identify & Assemble Your Upgrade Team

* Include in both Planning and Execution:
— BlackBerry Project Manager
Infrastructure Architect
Messaging Administrator & Messaging Architect
BES Administrator
Security Group
DBA (Get to know this person!)
Desktop Support
Wireless Provisioning Coordinator
Help Desk
— Training Group

BlackBerry for Lotus Domino Resource Kit "> BlacksBer ry.




Pre-Upgrade Logistics
Scheduling and Pilot

Scheduling - when should | upgrade?
— Easy time for all users, or demand for specific features
— Don’t forget your Change Control Request!

What about simultaneous upgrades or rollouts?
— E.g., Notes/Domino 6.5, IT Policy, or mobile applications

— Rolling out upgrades en masse vs. separately
* Touch components once
* vs. being able to troubleshoot one issue at a time

Upgrade vs. Migrate - will impact task order and schedule
— Order, configure, install hardware if needed

Pilot

— ldentify pilot group - users who:
» Can tolerate new BlackBerry environment
» Are willing to provide useful, constructive feedback

— Create user survey for feedback, validate and update process as needed

BlackBerry for Lotus Domino Resource Kit "> BlacksBer ry.




Pre-Upgrade Logistics Monitoring

 Start preparing for BlackBerry Enterprise Software v4.0 now!

— Great time to document your environment
* Mail servers with BlackBerry users
« BlackBerry Enterprise Server names and locations
* Relevant network links
» Firewall/Internet Connectivity
— Licensing
* |f you don’t have monitoring in place, this is a good time to start
— Monitoring should include Domino Mail Servers

* Performance tuning session and whitepaper
» Consider upgrading if near thresholds

— Get baselines
» Allow you to monitor deltas as upgrade progresses
— Ultilization on network links (35ms min.), between...
* Domino mail servers and BlackBerry Enterprise Server
» BlackBerry Enterprise Server and Configuration Database Server
« Configuration Database Server and Administrators

BlackBerry for Lotus Domino Resource Kit "> BlacksBer ry.




Pre-Upgrade Logistics
“Spring Cleaning”

 Clean up user accounts

— Delete BlackBerry Enterprise Server users who no longer have mail
accounts

— Delete BlackBerry SDs for users long removed from the BlackBerry
Enterprise Server (and/or the company)

— Look at users with high pending message counts
« Delete logs if they have been backed up
« Ensure databases on BlackBerry Enterprise Servers are well
maintained
— No excessive white space or errors in Domino logs
— Include Domino Directories on BlackBerry Enterprise Server

» Used for resolving NAB lookups in BlackBerry Enterprise Server v2.2
and BlackBerry Enterprise Server v4.0

» Also Multiple Domain Support in BlackBerry Enterprise Server v4.0

BlackBerry for Lotus Domino Resource Kit "> BlacksBer ry.




Pre-upgrade Logistics
Handheld environment

Figure out handheld strategy
— “Clean up”
— Check logs for unused devices, redistribute

Will handhelds deployed support desired code
version(s)?
— Consider memory required by BlackBerry Enterprise
Software v4.0 code releases

E.g., issues with 2MB RIM 950™  8MB BlackBerry
5810™/BlackBerry 5820™  8MB BlackBerry
6710™/BlackBerry 6720™

Pass down/trade in devices if needed

Can I_eave some handhelds at lower code version and
functionality

Some carriers have “trade-in” programs
Create corporate handheld “image”

— Test script and distribution mechanism on typical
workstation images

— Test use of Handheld Configuration Tool

Training to support handheld deployment

BlackBerry for Lotus Domino Resource Kit "> BlacksBer ry.




Upgrade
Server Upgrade Options

* Upgrade In Place:
— Have rollback plan - full backup, full restore
— Transparent to users, until device is upgraded

« Migrate to New Hardware:
— Gradual migration to parallel, upgraded environment

— Allows you to pilot new version, ensure environment is stable, upgrade
users in batches

— May be a good time to implement a new BlackBerry Enterprise Server
* If needed to support growing user population

» Knife-edge cutover to new hardware, then upgrade in place

— No knife-edge upgrades possible between versions
* Introduction of Configuration Database, template changes, etc.

— Would allow for immediate/near-time rollback

BlackBerry for Lotus Domino Resource Kit "> BlacksBer ry.




Upgrade

Process and Changes to the BlackBerry Enterprise Server

* The upgrade process:
— Replaces all system resources with updated versions
— Cleans the Windows Installer registry of all previously released versions
— Creates the Configuration Database (MSDE or SQL)

« Changes on the server during upgrade:
— Link to SQL or MSDE database via mail agents
No more Outgoing Queue (function moved to BlackBerry SDs)
BlackBerry Router — new service
BlackBerry Profiles Database template update
Adds additional Logs for new services

BlackBerry Directory and BlackBerry Statistics database removed
« Data moved to Configuration Database

BlackBerry for Lotus Domino Resource Kit "> BlacksBer ry.




Upgrade

Installation Details

« JRE, XML parser and MSDE are bundled w/Install

« Choice during install of 4 possible configurations:

— Full install (all on one box), AS-only, BlackBerry Router only,
BlackBerry Manager-only

— Only one on a box - AS, BlackBerry Router, BlackBerry

Manager, if separate from the BlackBerry Enterprise Server

— BlackBerry Router can service more than one BlackBerry
Enterprise Server, as can BlackBerry Attachment Service

* Impact on Domino environment
— Depends on OTA PIM Sync method(s) chosen
— Scanning tasks, contacts, Journal on hosting server

BlackBerry for Lotus Domino Resource Kit "> BlacksBer ry.




Upgrade

Install Details

» Two install modes:
— Wizard Mode
* Runs during install

« Only gathers data needed to get BlackBerry Enterprise
Server up and running

— Regular Mode - more options, more flexibility

* Runs from control panel after BlackBerry Enterprise Server
is installed

» Post-install updates to configuration

« Configure remote components, set ports, integrated
BlackBerry Attachment Service server configuration

 Remote database fully supported for upgrade and install
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Upgrade

Log file changes

* More Log files — specify where they will go
— BlackBerry Router
— Dispatcher
— Messaging Agent
— Attachment viewer (logging is disabled by default)
— MDS (New log created every 20 Meg)

— Sync service (1 log for Sync Server and 1 for each of the
connectors)

— Controller
— Policy Service
— BlackBerry Manager

BlackBerry for Lotus Domino Resource Kit BlackBer. ry.




Upgrade
BlackBerry Handhelds

Handheld upgrade required for new features

- BlackBerry Manager

Communicate upgrade plan to users ="
@se:v.eflz.prm [ oncheld venzgenent | % Refresh

t XH Workspace | Server List Forts | Handhelds Configurations

— Upgrade Work grou pS together ;EHan:::t\:Manaqement Connection_| FIN | status | Detaded status

oMt 20020103 Connected
Connected

Use BlackBerry Configuration Tool Ni— S,
Handheld Application Seleclion oo, |

— "Filling Station" to ease new device S sttt [

Checked applications wil be installed or updated; unchecked ones will be removed
deployment it SN g
Sl ackb ey ¢ em Software Update 4053 K

» View Handheld Configuration

y em Software
[ Password Setup Wizard p—

- L i ke i m a g i n g P C S - S Oftwa re Sto re d E Ei!:azlnuf:j;mc::;m Peckage  Load Handheld-nferactive

[ Common ccess Card (CAC] Smart Card Suppon J Wipe Handheld File System

on share, particulars in DB [Tt 1| [ R |
Use desktop manager for upgrades R "
“App Loader Lite”

Watch monitoring

Black8erry.
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Post-Upgrade

Consider removing desktop manager

— Use BlackBerry Manager to ensure all users have upgraded
their devices

— Push out handheld manager

— Deploy core software upgrade strategy
— Uninstall DM

Compare current monitoring to baseline

Continue regular operational reviews of BlackBerry
Infrastructure

Enjoy the new features!

BlackBerry for Lotus Domino Resource Kit BlackBer. ry.




Post-Upgrade
What Will Change?

Daily Administration — New Ul
Where Data Is Stored
No more Outgoing Queue
OTA Enterprise Activation for users
Controller function
DR
Effects on IT Policy
— OTA supersedes Wired IT Policy
— Policy Binding
Maintaining the BlackBerry Enterprise Software
v4.0 infrastructure — Configuration DB

Maintenance of Domino databases for BlackBerry
stays the same

BlackBerry for Lotus Domino Resource Kit "> BlacksBer ry.




Disaster Recovery Topics

 Disaster Recovery Points

 Disaster Recovery Options
— Backup/Restore
— Replication
— Clustering

— Move User (New to BlackBerry Enterprise
Software v4.0)

* Other items to consider

BlackBerry for Lotus Domino Resource Kit "> BlacksBer ry.




About Disaster Recovery

« Disaster Recovery is a broad term
— Meaning varies between organizations

« Three main concepts for Disaster Recovery

1. Hardware Failure
2. “Smoking Hole in the Ground”
3. High Availability

* When planning...
— BlackBerry should be planned in accordance with your IBM Lotus
Domino DR plan
— When planning for off-site or high availability, use full SQL
Include your SQL DBA in DR for BlackBerry planning

— Provide plans for testing your DR procedure
— Test your DR plan!

*z:BlackBerry.
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What happens when components fail?

* |f Configuration Database (SQL/MSDE) connection
IS lost

— E-mail and MDS functions of BlackBerry Enterprise
Server continue

— Administrator cannot administer BlackBerry Enterprise
Server or make changes to its configuration

— BlackBerry Enterprise Server will not restart
— SQL and Domino must both be restored for fail-over
— If you are planning disaster recovery, use full SQL

— BlackBerryProfiles.nsf data also stored in BlackBerry
Configuration SQL Database

« If deleted, BlackBerryprofiles.nsf will re-create on server restart

BlackBerry for Lotus Domino Resource Kit "> BlacksBer ry.




What happens when components fail?

BlackBerry Router

— BlackBerry Enterprise Server attempts to connect to SRP Host
defined in registry

— Internal Least Cost Routing will stop

If BlackBerry Sync Service fails

— Users PIM information stops syncing

If IT Policy Service fails
— New IT policies will not be pushed out

Profiles Database corruption
— All BlackBerry Enterprise Server traffic stops flowing

User State Database Corruption
— BlackBerry State Databases are key component to user
— Data flow for that user stops if their State Database is corrupted

BlackBerry for Lotus Domino Resource Kit "> BlacksBer ry.




Disaster Recovery Options

« BlackBerry Enterprise Server for Domino
— Backup and restore
— Replication
— Domino clustering
— Move user

« SQL Database

— Backup and restore
— One way replication to DR site
— SQL clustering

BlackBerry for Lotus Domino Resource Kit "> BlacksBer ry.




Backup/Restore

« Method of choice for smaller deployments
— MSDE on same machine as BlackBerry Enterprise Server

» Key data to backup
— BlackBerry Enterprise Server Management database on SQL server

» SQL Backup job (if SQL Server)
* Open file backup

BlackBerry Profiles Database
» Location: \lotus\domino\data\bes

User BlackBerry State Databases
* Location: \lotus\domino\data\bes\state

BlackBerry Enterprise Server Registry Settings
« HKLM\SOFTWARE\Research In Motion

BlackBerry Logs

» Default Location: c:\program files\Research In Motion\BlackBerry Enterprise
Server\Logs
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Backup/Restore

To restore to the new BlackBerry Enterprise Server:
Install MSDE/SQL
Install BlackBerry Enterprise Server

Restore BlackBerry Enterprise Server Configuration database
(SQL/MSDE)

Restore Lotus/Domino/data/ BlackBerry Enterprise Server folder

Run Domino maintenance utilities
— Fixup
— Updall
— Compact
Restart BlackBerry Enterprise Server

BlackBerry for Lotus Domino Resource Kit BlackBer. ry.




Backup/Restore

After Reboot

« Verify all associated Windows® Server Services started
BlackBerry Attachment Service (if on BlackBerry Enterprise Server)
BlackBerry Controller (optional)

BlackBerry Enterprise Server
BlackBerry Mobile Data Service
BlackBerry Policy Service
BlackBerry Router
BlackBerry Synchronization Service
 Verify BlackBerry Enterprise Server add-in task has started
« User’s data
— Will continue to route
— Is only as good as last restore
— Transaction logging may help update
« Users may have some documents on device orphaned

BlackBerry for Lotus Domino Resource Kit "> BlacksBer ry.




Replication/Clustering

« Replication or Domino Database Clustering can be used to maintain
updated Domino Database information

— On “Warm Spare” failover server

Key Data To Replicate
» BlackBerryProfiles.nsf
» User BlackBerry State DB

Configure replication interval
Install BlackBerry Enterprise Server using same SRP id and key as Primary
« Use same version (Service Pack, Hotfix)

Remove BlackBerry Enterprise Server task from Notes.ini on backup
BlackBerry Enterprise Server

Change the server document to deny user access
Copy primary server.id to failover BlackBerry Enterprise Server
« BlackBerry Enterprise Server management database in SQL may be...
— Clustered (using SQL clustering)
— Replicated to remote DR site in a one-way replication model

BlackBerry for Lotus Domino Resource Kit "> BlacksBer ry.




Failover — Replication/Clustering

If possible...
— Remove BlackBerry Enterprise Server task from Primary Notes.ini
— Stop all Windows services for BlackBerry

Change the server.id on failover server to that of the primary
server

— Table in SQL references original server

Run a “Repair” from Add and Remove Programs for the
BlackBerry Enterprise Server

Verify that the server is resolvable (from desktop manager)
Start Domino and BlackBerry Enterprise Server task
Data should continue to flow for all users

MDS as a push service will not continue

— The application servers which push would need to point to the new
host name

BlackBerry for Lotus Domino Resource Kit "> BlacksBer ry.




Off-Site DR Architecture Replication

One-Way SQL
replication of

Production Slte BlackBerry Enterprise
Server Mgmt

Database

af Ej ° > Ej
q’ BlackBerry i V\A
Enterprise ackBerry E
SQL Server E Server Enterprise SQL Server
H Mgmt Server Mgmt H

| |

< ~

BlackBerry [S~7 Users Denied E IBEIatckBe.rry
Enterprise One-way replication of Access nserprlse
Server BlackBerry Profiles H erver

Database and User State
Database

>
BIackBerryproflles nsf @ BIackBerryproflles nsf @

BlackBerry BlackBerry
State State

Databases

Databases

“Smoking Hole in the Ground” Scenario
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High Availability Architecture

Domino Clustered BlackBerry Enterprise Servers during normal operation

Primary Server
BlackBerry
Enterprise Server
Task Running

Clustered
Databases

T ¥,
T

Backup Server
with BlackBerry
Enterprise
Server Task off

BlackBerry for Lotus Domino Resource Kit

Clustered SQL servers Ej
/ SQL Clustered

BlackBerry Enterprise
Server Mgmt
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High Availability Architecture

Domino Clustered BlackBerry Enterprise Servers during failover

Primary Server BlackBerry
Enterprige Server Jask disabled

Clustered SQL servers @

== SIS e
Databases E Server Mgmt
Domino Mail Servers \ \ t /
2

Backup Server BlackBerry
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Move User

New in BlackBerry Enterprise Software v4.0

« Can move a user from one BlackBerry Enterprise Server to another
— Use “Move User” in BlackBerry Manager
— No user interaction required
User configuration data is stored in SQL database
— Must be common to both BlackBerry Enterprise Servers

Replica of the user’s BlackBerry State Database will automatically be
created on the destination BlackBerry Enterprise Server

— If secondary BlackBerry Enterprise Server is available
— If not, may use file-level copy or Domino DB replication (proactively)

Profiles Database is updated with new user information on the new
BlackBerry Enterprise Server

— And removed from the old

Updated service books are sent to the handheld with the new SRP
information

User move complete, user able to send and receive data
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Move User DR Architecture

During normal operation

s

N
>3

Admin PC

BlackBerry Enterprise
Server Mgmt database
contains master copy
of user information for
all BlackBerry
Enterprise Servers

User 1 active on

BlackBerry BlackBerry Enterprise Server A

Enterprise Server (Active B ii arry Server)
A with record in e

profiles database

BlackBerry Enterprise
Server A profiles
database

User state databases

BlackBerry Enterprise Server B
(Active BlackBerry Enterprise Serve

BlackBerry Enterprise Server B

profiles database RPN EEY O TR

state databases

BlackBerry for Lotus Domino Resource Kit

Lotus Domino Mail Servers

One way replication of
user BlackBerry State
Databases
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Move User DR Architecture

During failure of BlackBerry Enterprise Server A

BlackBerry Enterprise Server A
(Active BlagkBerry Enterprise Server)

1. Admin uses Move
User to change
BlackBerry Enterprise
Server for User 1

o
G
Sy~

Admin PC

Lotus Domino Mail Servers

BlackBerry Enterprise .’/

E database

._-. server A profiles User state databases E ‘E"
AV n BlackBerry Enterprise Server B E
Active BlackBerry Enterprise Server))

4. User 1’s state
database is detected

BlackBerry Enterprise E 3
Server Mgmt database nterpn;e Server

2. User 1 now changed to be q’
running on BlackBerry 3. Update i t \\
Enterprise Server B in the .to %I aacilBsef;n

5. An entry for User 1 is created in @
BlackBerry Enterprise Server B’s
BlackBerry profiles Domino database. BlackBerry Enterprise Server ]
The user is now active again B profiles database Replica copy of user

state databases H1
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BlackBerry Router

» BlackBerry Router

— If the BlackBerry Router is installed on another machine
* A backup machine can be installed with BlackBerry Router
It can be running simultaneously with the Primary

— If the primary BlackBerry Router fails

« Manually point BlackBerry Enterprise Server to an alternate BlackBerry
Router

— Run BlackBerry Enterprise Server configuration and change the
router host

— Registry Change HKLM\Software\Research In Motion\BlackBerry
Enterprise Server\Dispatcher\NetworkAccessNode
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Restoring the Domino Directory and Mail DBs

Domino Directory
» BlackBerry Enterprise Server uses Domino Universal Note ID (UNID) in the
Person Document to uniquely identify each user.
— The UserUNID field is stored in the profiles database
— Links the BlackBerry user to the Lotus Notes user.
» Restore a Replica of the Domino Directory OR copy the Domino Directory at the
file system level, or else...
— Link between BlackBerry user and Lotus Notes user will be lost
— Users will be unable to send or receive messages on their handhelds

BlackBerry Users’ Mail Databases

» Restore a replica of the user’'s mail database

— This maintains the UNID link between mail documents in the user’s mail database,
and the documents (status flags) in their BlackBerry State Database

* Or else, users will be unable to
* Reply-with-text
* Forward
* Request more content on the handheld for messages that are in the restored mail database
+ Calendar items on the handheld will no longer be linked to the calendar items in Lotus Notes

*zBlackBerry.
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Best options for Disaster Recovery

 Hardware Failure
— Backup/Restore
— Replication
— Clustering
— Move User

+ High Availability
— Clustering
— Replication
— Move User

« Smoking Hole in the Ground
— Replication
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Mobilize Your Enterprise With BlackBerry
Resources

BlackBerry Browser and Application Development Resources

» BlackBerry Java Development Environment and Simulators
— www.blackberry.com/developers
— Used for application development or testing BlackBerry Browser

« Domino Application Samples for BlackBerry
— www.blackberry.com/go/developers/lotusphere
— Discussion Forum Sample

— Emergency Contact List Sample
« Both samples illustrate using the BlackBerry Browser and custom applications
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Mobilize Your Enterprise With BlackBerry
Resources

BlackBerry for Lotus Domino and 3 Party Solutions

* General Resources — BlackBerry for Lotus Domino
— www.blackberry.com
— www.blackberry.com/products/software/server/domino

« 31 Party Solutions for BlackBerry

— www.blackberry.com/ThirdParty
Enterprise Solutions Guide

— Visit Lotusphere Solutions Showcase
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Administering BlackBerry
in a Lotus Domino
Environment

Thank You for Attending!

=== BlackBerry.

Research In Motion
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