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Study Detail

Number of interviews

North America: 400
Europe: 400
APAC: 200

S1. Which country is your
organization based in?

i
b
¢
i

Audience Profile

Senior ITDM's and
Cybersecurity leaders with
an understanding of the
procedures to manage risk
of security breaches from
supply chains
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Annual revenue

S3.In USD$, what was your organization’s annual revenue (or equivalent)

for the current financial year?
1 APAC total

21%

14% 16% 15%

Between $100 Between $250
million - $249 million - $499
million million

Between $5 million -Between $50 million
$49 million - $99 million

Average:
$421m

26%

9%

Between $500 $1 billion or more
million - $999

million

Number of employees

S4. How many employees does your organization have?

m APAC total

40%

]

Less than 100 100 - 999

Average:
957

51%

1000 or more

Sector

Q.S2. In which sector does your organization operate in primarily?

Professional services
Technology and software
Manufacturing

Education

Healthcare

Banking and finance
Telecommunications
Transportation

Federal government (or equivalent)
Energy (incl. oil and gas)
Retail

Hospitality and travel

Media and internet

s 17%
T 13%
9%
9%
e 8%

e 8%
% = APAC total
e 6%

e 6%

e 6%

s 5%

e 4%

I 3%

Base: APAC total (200)
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Job fitle

S5. Which of these titles is the closest to your role?

Information Security Management
Cyber Risk Manager

Chief Digital Officer (CDO)

IT Director

Procurement Manager

Chief Operations Officer (COQ)
Chief Technolo gy Officer (CTO)
Head of IT

Chief Information Officer (CIO)
Head of Infrastructure
VP/Director of IT Security

Chief Data Officer

Chief Information Security Officer (CISO)
Supply Chain Risk Manager

Director of Threat Intelligence

I, 12%

T 9%
T 9%

I 8%
I 8%
I 8%
I 8%
T 7%
T 7%
T 7%
. 5%
I 5%
e 4%
. 3%
. 3%

m APAC total

Knowledge of procedures to manage/
mitigate security breaches

Sé6. Does your role entail that you have knowledge or oversight of the procedures in place to
manage and mitigate risk of security breaches from supply chains used by your organization?

Knowledge, but
not responsible

Detailed knowledge,
responsible for oversight

Base: APAC total (200)
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Section 1: Working with suppliers/pariners to
secure the supply chain pf software you consume
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Yes responses

Being nofified of a vulnerability
or attack within software
supply chain in last 12 months

79%

Global total APAC Total Japan Malaysia

Base: Global total (1,000) APAC total (200) Japan (100) Malaysia (100)

Single coded question Q1. Has your organization been notified of a vulnerability or attack within the supply chain of software you consume in the last 12 months?
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Operating system

Vulnerable components
having the biggest impact for Web browser
organization

loT/connected components
Firmware
Open-source components

Productivity applications

I 4%

| 17%
I 8%
I 4%

N 12%
|8%

Bl

I 3%

I 1%

| 8%
I 2%
. 4

Base: Respondents who have been notified of a vulnerability or attack within their supply chain (761) APAC total (153) Japan (74) Malaysia (79)

B Global total
O APAC Total
m Japan

m Malaysia

Single coded question Q2. Which of the following vulnerable components, resulted in the biggest impact for your organization?
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m Significant impact 4 3 2 B Minimal impact  Top 2
Japan

Significance of the altack on
the business
Reputational loss 40% 12% 58%

Operationally compromised 33% 12% 55%

Intellectual property loss 23% 19% 54%

Madalaysia
Financial loss 32% 13% 71%

Reputational loss 41% 15% 66%

Data loss 40% 20% 59%

Operationally compromised 33% 9% 55%
Intellectual property loss 27% 229 54%

Base: Respondents who have been notified of a vulnerability or attack within their supply chain - Japan (74) Malaysia (79)

Single code per option Q3. How significant was the impact of the attack on each of the below?
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Time taken to fully recover
from an exploited vulnerability s~
in software supply chain

Within a week

Base: Global total (1,000) APAC total (200) Japan (100) Malaysia (100)

53%

B Global total

54%

B APAC Total W Japan m Malaysia

40%

39% 39% 38%

10% 10%

8%

‘ \5%

Within a month Within a quarter Longer than a quarter

1% 1% 1%
T —

Single coded question

Q4. On average, how long does it take to fully recover from an exploited vulnerability in your software supply chain?
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Yes responses

Made aware of a member of
supply chain not previously

aware of / monitoring for
security practices

81% 80% 81%

Global total APAC Total Japan Malaysia

Base: Global total (1,000) APAC total (200) Japan (100) Malaysia (100)

Single coded question Q5. Over the last year, have you been made aware of a member of your supply chain that you weren't previously aware of / monitoring for security

practices?
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Security awareness training for staff

Measures insist supply chain Data encryption
hCIS in plqce Multi-factor authentication to development and/or

build systems

Request Software Bill of Materials (SBOM) during
procurement

Vulnerability disclosure policy

Proof of compliance with at least one certification
framework (e.g., SOC2)

Vulnerability remediation policy

Static and/or Dynamic testing before software release

Logs from build development and build systems

being collected and monitored (e.g., SIEM and SOC...

Require compliance with NIST Secure Software
Development Framework (NIST 800-218)

Base: Global total (1,000) APAC total (200) Japan (100) Malaysia (100)

B Global total
O APAC Total
m Japan

m Malaysia

Average number
of mentions: 3

Multi coded question

Q6. What measures do you insist that your supply chain has in place?
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B Global total B APAC Total W Japan ® Malaysia

Confidence that suppliers /
partners can identify and
prevent a vulnerability

28%  27%  27% oy

O, O, 5%
4% 4% 39
]
Very confident Somewhat confident Not confident

Base: Global total (1,000) APAC total (200) Japan (100) Malaysia (100)

Single coded question Q7. How confident are you that your suppliers / partners can identify and prevent exploit of a vulnerability within their environment?
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Expected time taken to
be nofified in the event of

a supplier / partner
suffering a cyber breach

B Global total

OAPAC Total

Within a day: Global: 80% |

Malaysia: 80%

39%
34%  34%

28%

Within 4 hours

46%

Japan: 85% |

48%

46%

52%

Within 24 hours

Base: Global total (1,000) APAC total (200) Japan (100) Malaysia (100)

B Japan B Malaysia
18% 17%
156 136
2% 3%
— | | s B
Within 1 -3 days Within one week

Single coded question

Q8. How quickly do you expect to be notified in the event of a supplier / partner within your software supply chain suffering a cyber breach?
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B Global total B APAC Total W Japan m Malaysia
oge [ ]
Comparability of suppliers /
(] (] (]
pariners cybersecurily policies
66% 68%
63%
58%
37%
30% 32%
° 27%
4% 5% 5% 5%
| .
Yes - they are stronger Yes - they are of comparable No - our security posture is
strength stronger than most of our

partners

Base: Global total (1,000) APAC total (200) Japan (100) Malaysia (100)

Single coded question Q9. Do you believe the suppliers / partners of your software supply chain cybersecurity policies are comparable to those implemented at your

company?
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B Global total B APAC Total W Japan m Malaysia

Confidence that suppliers /
supply chain pariners have
adequate cybersecurity
regulatory and

compliance practice

33% 9
30% 32%
28%
4% 5% 5% 5%
Very confident Somewhat confident Not confident

Base: Global total (1,000) APAC total (200) Japan (100) Malaysia (100)

Single coded question Q10. How confident are you that your suppliers / supply chain partners have adequate cybersecurity regulatory and compliance practice?
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Evidence required for
suppliers / pariners to
attest level of securing
software supply chain

Compliance with a certification

Supplier/partner self-attestation

SOPs (Standard Operating Procedures)

Third-party auditreport

Supplier/partner internal training

SLA (Service Level Agreement)

Add clauses into supplier/partner contracts

Base: Global total (1,000) APAC total (200) Japan (100) Malaysia (100)

I 5%

| 54%

K

I 0%

I 6%

| 26%

I, 52

I, <%
I 41%

| 45%
I £0%
N 0%

B Global total
O APAC Total
B Japan

® Malaysia

Average number
of mentions: 3

Multi coded question

Q11. What evidence do you require your suppliers / partners to attest to their level of securing their software supply chain?
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B Global total O APAC Total H Japan B Malaysia
[ ]
Frequency of performing
[ ] (]
inventories of own software
[ ]
environment
35%
33% 33%
29%
. 26%
22% L 2% 23%
20% 20% 20%
13%
1%
9%
IH 6% I 6% 6% 6% 6% % e %
4%
EN BUEN .- = HE
Automated - Near Every month Every 1-3 months Every 3-6 months Every 6-12 months Once ayear Never
realtime

Base: Global total (1,000) APAC total (200) Japan (100) Malaysia (100)

Single coded question Q12. How often do you perform an inventory of your own software environment?
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| 54%

Lack of technical understanding I o

Biggest barriers fo regular I
| k=

software inventories Lack of visibity I %

—

LaCk Of effective tOO“ng _ 37% B Global total
——————— BAPAC Tota
E— - = apan
| 38% m Malaysia

Lack of skilled talent
I

Lack of funding - B

| IRE2
, ] 1%
No barriers i Average number
of mentions: 2

Base: Global total (1,000) APAC total (200) Japan (100) Malaysia (100)

Multi coded question Q13. What are the biggest barriers to regular software inventories?
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B Global total B APAC Total W Japan m Malaysia

Average time taken to identify
if an impacted library is used
following a vulnerability

47%

38%  38% 39%
32%
20%
18% 18%
16%
1% 1%
[ —
Within a day Within 2-3 days Within a week Longer than a week
Base: Global total (1,000) APAC total (200) Japan (100) Malaysia (100)
Single coded question Q14. You have become aware of a vulnerability that may impact the supply chain of software you consume. From the time you start your

investigation, on average, how long does it take your organization to identify if an impacted library is used in any of the software you consume?
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E Global total B APAC Total W Japan B Malaysia

Usefulness of tool to
inventory software
libraries and bring
greater visibility o
software impacted
by a vulnerability

77%

74%

72%

28%

27% 26%

23%

Yes, | currently find it difficult to obtain this visibility No, | have a solution for this in place already

Base: Global total (1,000) APAC total (200) Japan (100) Malaysia (100)

Q15. Would you find a tool that could inventory software libraries within your supply chain and bring greater visibility to software impacted by a

Single coded question
vulnerability useful?
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Requests for a Software Bill of
Mqteriqls (SBOM): m Global total O APAC Total W Japan B Malaysia

from suppliers, for components that
you integrate to software you sell?

43%

o 39%
38% I 36%

% 41% 2% 41%

O O,
18% 179 . 18%

15%
‘ \ (s N [ ] —_——— ——

Yes, SBOM is Do not currently, but Do not currently We do notsell  Notapplicable/don't
requested from have plansto request an SBOM, software know
component requestan SBOM  no plans to change

suppliers / vendors

Base: Global total (1,000) APAC total (200) Japan (100) Malaysia (100)

Single coded question Q16i. Does your organization currently request a Software Bill of Materials (SBOM) from suppliers, for components that you integrate to software you sell?
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Requests for a Software Bill of
Mallleriqls (SBOM): m Global total O APAC Total W Japan B Malaysia

from vendors that you purchase
software from, for use within your

organization? “% L -

41%

39%

35%

24%
21%
19%
I ‘ \ ]

Yes, SBOM is requested Do not currently, but have Do not currently request Notapplicable/don't know
from component suppliers plans to request an SBOM  an SBOM, no plans to
/vendors change

35%

Base: Global total (1,000) APAC total (200) Japan (100) Malaysia (100)

Single coded question Q16ii. Does your organization currently request a Software Bill of Materials (SBOM) from vendors that you purchase software from, for use within your organization?
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Requests for a Vulnerability
EXpIOi'I'qbiIi'ly eXChqnge B Global total BAPAC Total m Japan m Malaysia
(VEX) artifact:

from suppliers, for components that o 4%

43% 44%

you integrate to software you sell? 0% 0% o

37%

15% 16%
12%
8%
. 2% 2% °% 1% 1% 1%
[ N L p—
Yes, VEX is requestedDo not currently, but Do not currently We do notsell  Notapplicable/don't
from component have plansto request requesta VEX, no software know
suppliers / vendors a VEX plans to change

Base: Global total (1,000) APAC total (200) Japan (100) Malaysia (100)

Single coded question Q17i. Does your organization currently request a Vulnerability Exploitability eXchange (VEX) artifact from suppliers, for components that you integrate to software you sell?
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Requests for a Vulnerability
EXpIOiII.q biliiy eXChq nge E Global total B APAC Total W Japan B Malaysia

[ ]
VEX) artifact:
( .
40%
33%
13%  12%  12%  12%
‘ \ — e I

from vendors that you purchase 0%
Yes, VEX is requested fromDo not currently, but have Do not currently requestaNotapplicable/don't know

45% 46%
componentsuppliers/  planstorequesta VEX VEX, no plansto change

software from, for use within your ° 1%
vendors

55%

37%

organization?

Base: Global total (1,000) APAC total (200) Japan (100) Malaysia (100)

Single coded question Q17ii. Does your organization currently request a Vulnerability Exploitability eXchange (VEX) artifact from vendors that you purchase software from, for use within your

organization?
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Frequency of
suppliers/ pariners to
provide evidence of
compliance fo
security cerlifications
and frameworks

26%

22%

16%

Once - during

initial onboarding

Base: Global total (1,000) APAC total (200) Japan (100) Malaysia (100)

OO
40%

18%

B Global total

42%

Quarterly

B APAC Total W Japan m Malaysia

30%

27%

Annually

o 100 11%
10% 10% 9%
‘ \ S — —
Every 2 years Every 2+ years Never

Single coded question

Q17b. Do you require your suppliers/ partners provide evidence of compliance to security certifications and frameworks in your countries of operation?



Coleman ::::: Software supply chain - Blackberry 27
Parkes :::::

Yes responses

Requirement to adhere to the
Neitwork Information Systems
Direcfive (NIS2)

34% 35%

33%

Global total APAC Total Japan Malaysia

Base: Global total (1,000) APAC total (200) Japan (100) Malaysia (100)

Single coded question Q18. Is your organization required to adhere to the Network Information Systems Directive (NIS2)?
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B Global total
Preparedness for NIS2
Compliqnce Global: 89% | Japan: 94% | Malaysia: 85%
relating to

SeCUI'i'ly Of 37% 38%
software °
supply chains ==

14%

31%

26% 26%

15%

33%

My organization fully My organization is well My organization is
prepared prepared moderately prepared

Base: Organizations that are required to adhere to the NIS2 Directive (525) APAC total (68) Japan (35) Malaysia (33)

B APAC Total W Japan m Malaysia

9% 9%

6% 6%

3% - 4% 39
| |- =

My organizationis My organization is not | am not aware of any
minimally prepared prepared at all software supply chain
requirements in NIS2

Single coded question

Q18b. How prepared is your organization today for compliance with the NIS2 requirements relating to security of software supply chains?
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Confidence that
organization will be
NIS2 compliant by
October 2024
deadline

B Global total

O APAC Total

B Japan B Malaysia

11%

16% I

| am extremely confidentthat | am very confidentthat my
my organization will be NIS2

Confident: Global: 87% |

20%

12%

37%

31%

26%

organization will be NIS2  my organization will be NIS2
compliant by October 2024 compliant by October 2024 compliant by October 2024

Japan: 80% | Malaysia: 85%

36%

39%

36% 37%

34%

I am slightly confidentthat

Base: Organizations that are required to adhere to the NIS2 Directive (525) APAC total (68) Japan (35) Malaysia (33)

Not confident: Global: 13% |
Japan: 20% | Malaysia: 15%

17%
13%

11%
9%
e I

6%

| am notvery confident that | am notconfidentatall that
my organization will be NIS2 my organization will be NIS2
compliant by October 2024 compliant by October 2024

Single coded question

Q18c. How confident are you that your organization will be NIS2 compliant in time for the October 2024 deadline?
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Tracking the impact of
vulnerabilities within
supply chain of
software produced to
downsiream consumers

Base: Global total (1,000) APAC total (200) Japan (100) Malaysia (100)

B Global total

(o)
78% 89% 759

Yes

84%

B APAC Total W Japan B Malaysia

18% 16% 18%

13%
‘ \ 4% 4% 4% 39%
R | | T
No

Notapplicable/we don't produce
software

Single coded question Q19. Do you track the impact of vulnerabilities within the supply chain of software you produce, to your downstream consumers?
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B Global total B APAC Total W Japan B Malaysia

Communicating
vulnerabilities discovered
in software produced fo
downsiream consumers

68%

65% 4%

60%

4% 2%
20% °
15% 9
I I - - i 5
Yes Sometimes/occasionally No

Base: All except those who don't produce software (959) APAC total (193) Japan (96) Malaysia (97)

Single coded question Q20. Do you communicate the vulnerabilities you discover in the software you produce to downstream consumers?
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Concerned about negative impact on

Biggeslll Obsll'qCIes 'I'o external reputation
communicating software

w
N
R

47%

| 41%

Lack of time/too many other tasks

vulnerabilities to
downsiream consumers

39%

| 38%

Lack of staff resources

| 30%

Don'twantto trigger potential litigation

29%

29%

38%

26%

Management has not made this a priority | 26%

for us

24%

Base: Organisations where vulnerabilities are not communicated frequently (334) APAC total (69) Japan (38) Malaysia (31)

29%

42%

45%

48%

51%
| 29%

52%

B Global total
O APAC Total
m Japan

m Malaysia

Average number
of mentions: 2

Multi coded question

Q20b. What are the biggest obstacles to communicating software vulnerabilities to downstream consumers?
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